Baltimore Ransomware Attack

On May 7, 2019, Baltimore was hit with a ransomware attack. The hackers took control of the city's computer systems
and demanded about 13 bitcoins. The value of bitcoins varies, but the demanded ransom is somewhere in the
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neighborhood of $100,000. Baltimore officials refused to pay the ransom and the city battled the impacts for weeks.
Thankfully, the attack did not affect emergency services, but residents were impacted in multiple ways with nearly every
city service touched by the cyberattack.
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One of the other interesting elements of this incident is that there were many warnings signs leading up to this massive
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cyberattack. More than 20 municipalities were targeted by cyberattacks by May 2019. In fact, this was not the first time
Baltimore has been targeted by a ransomware attack. Baltimore’s 911 system was temporarily shut down after it suffered
a ransomware attack in 2018 while some firewall settings were disabled for maintenance.

There were other warnings of potential danger as well. Baltimore’s information security manager warned of the need for S Mi
an insurance policy during budget hearings in 2018, but it was not part of the funding approved in the final budget. < Batimore htby /
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